Journal of Computer Science and Artificial Intelligence

ISSN: 3078-8242 (Print), ISSN: 3078-2309 (Online) | Vol. 2, No. 3, 2025

Lattice-Based Traceable Ring Signatures with Range

Proofs

Zixin Sang

College of Software, Henan Polytechnic University, Jiaozuo 454000, China

Abstract: The ring signature ensures the anonymity of the signer and the unforgeability of the message during communication.
However, the presence of sensitive data in the message may expose the signer's identity to some extent. To address this issue, we
propose an efficient lattice-based ring signature scheme with range proofs. The scheme uses a commitment mechanism to ensure
the signer conceals sensitive data while allowing the verifier to effectively validate the data's range. Additionally, a tracking
algorithm is introduced to mitigate abusive behavior by revealing the identity of the abuser. Furthermore, the accumulator
technique is applied to reduce both the size of the signature and the number of ring members, achieving a logarithmic relationship.
Security analysis demonstrates that the scheme satisfies anonymity, unforgeability, and excludability. Efficiency analysis shows
that the signature size grows logarithmically with the number of ring members, and that the communication overhead for range
proof validation is minimal, enabling this functionality with very low communication cost. This scheme is applicable in scenarios
requiring privacy protection and regulatory compliance, such as electronic voting, anonymous financial transactions, and digital

identity management.
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1. Introduction

Ring signatures (RS) are digital signatures that can conceal
the identity of the signer within a set of ring members, thereby
guaranteeing the signer's anonymity. This concept was first
proposed by Rivest et al. [1] in 2001. The verifier is able to
ascertain that the signer is affiliated with one of the rings
members, but is unable to identify the specific ring member.
However, complete anonymity may lead to abuse by
malicious users without consequence. For example, malicious
users may exploit anonymity by casting multiple votes in an
e-voting system without detection. In order to address this
issue, Liu et al. [2] proposed the Linkable Ring Signature
(LRS). This approach maintains the anonymity of the signer
while determining whether two signatures have been
generated by the same individual. Nevertheless, the LRS
ensures the anonymity of the abuser while guaranteeing an
honest signer, and thus is not an effective means of preventing
abusive behavior. In 2007, Fujisaki et al. [3] proposed the
Traceable Ring Signature (TRS), which guarantees the
anonymity of an honest signer while simultaneously enabling
the identification of a signer who abuses the anonymity. The
TRS plays a pivotal role in information protection and privacy
security, including in blockchain, the Internet of Things (IoT),
and anonymization systems.

The advent of the Shor algorithm rendered ring signature
algorithms in 1994, which rely on traditional hard problems,
insecure against attacks by quantum computers. Consequently,
as a type of post-quantum cryptography, the field of lattice-
based cryptography is gaining significant attention in the
context of post-quantum cryptography. In 1996, Ajtai et al [4]
demonstrated that the worst-case and averagecase of lattices
were equivalent, thereby establishing a theoretical foundation
for investigating lattice-based ring signatures. Gentry et al. [5]
constructed the first lattice-based signature scheme based on
the SIS assumption, which is a provably secure "hash-and-
sign" signature scheme. Subsequently, scholars have
proposed and refined a variety of different types of ring
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signature schemes [6-7]. Since most schemes [8-11] have a
ring structure and are only capable of linear operations, the
signature size and efficiency of these schemes are usually
proportional to the number of ring members, making them
well suited for cases with a small number of members.
Nevertheless, this can result in exceedingly large signature
sizes when the number of members is considerable, which in
turn gives rise to a considerable increase in the
communication overhead, concurrently, the efficacy of the
signature diminishes in a linear manner. Consequently,
researchers have commenced investigations into the
construction of ring signature schemes utilising lattice-based
accumulators. In 2016, Libert et al. [12] designed an RS
scheme in which the signature length is logarithmically
related to the number of ring members, it is based on the Stern
protocol [13] and a lattice-based accumulator. Feng et al. [14]
designed a TRS scheme based the lattice-base accumulators
with a new traceable algorithm and proved its security in 2020.
In 2022, Nguyen et al. [15] constructed an URS scheme by
improving the lattice-based accumulator and proved that it is
secure under the random oracle model. In these schemes, the
efficiency and soundness error of the zero-knowledge proof
protocol directly determines the signature size for the
efficiency of ring signatures. It is important to note that the
majority of ring signature schemes based on zero-knowledge
proofs are constructed based on the Stern protocol.

Although the Stern protocol is efficient, it has a soundness
error of 2/3 in a single execution, necessitating multiple
repetitions to reduce the error to a negligible level. This
limitation makes it challenging to further enhance the
efficiency of ring signatures. In 2019, Yang et al. [16]
presented an efficient lattice-based zero-knowledge proof
protocol that reduces the soundness error to the inverse of a
polynomial. The protocol can be employed to prove the
relationship between the parameters on the lattice. In 2023,
Liang et al. [17-18] introduced an identity-based TRS scheme
and a Certificateless TRS scheme by incorporating an identity
cryptosystem. Existing ring signature schemes only guarantee



the anonymity of the signer. However, certain sensitive
information in the message, such as transaction amount or
timestamp, may inadvertently reveal additional details about
the signer's identity. Therefore, it is crucial to allow the signer
to conceal such information while ensuring the authenticity of
the message can still be verified. Fig. 1 illustrates our ring
signature model.
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Figure 1. Our Ring Signature Model Diagram with Range Proofs

This paper presents a traceable ring signature scheme with
range proofs. This scheme allows the signer to conceal
sensitive data while enabling the verifier to validate the range
of this data. It combines an efficient zero-knowledge proof
protocol, as proposed in the literature, with a lattice-based
accumulator. The scheme addresses the dual challenges of
protecting sensitive information and preventing abuse of
anonymity in signed messages. Our scheme incorporates a
tracking algorithm to trace the identity of potential abusers
while safeguarding sensitive data within a commitment value.
Furthermore, the use of zero-knowledge proofs allows the
verifier to validate the legitimacy of the data range without
revealing the actual data, thus preserving the signer’s privacy.
Security analysis confirms that the scheme provides
anonymity, traceability, and tamper resistance under the
random oracle model. Efficiency analysis shows that the ring
signature size and communication overhead scale
logarithmically with the number of ring members. Therefore,
our scheme is particularly suitable for scenarios with many
ring members, as it efficiently handles the associated increase
in signature size and communication overhead.

2. Preliminaries
2.1. Notations

The descriptions of the symbols in the scheme are given in
Table 1.

Table 1. Symbols and definitions

Notations Description
Z Set of integers
Zq Set of integers modulo g
gm Set of matrices of m rows and m columns
1 over Z,
A Matrix
R Relationships between parameters in zero-
knowledge proofs
M quadratic constraint of the witness
R Set of ring member public keys
X Privacy parameters in zero-knowledge proofs
bin(b) Decompose vector b into binary vectors
r i i Randomly select r from the distribution Zj
A < g™ select A from the distribution Z7>"
{0,1} - z¢ Mapping strings {0,1}" into distribution Z3!
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2.2. Hardness Assumption
Definition 1 (SIS problem [19]). Given a random matrix
A € Zg*™, find the vector e € Z™such that A-e = 0mod q
satisfying 0 <[l e |,< 8, where n,m,q € N and § > 0.
Definition 2 (Decision-LWE problem [20]). Randomly
selecting the common matrix B € Zg™", given a vector b €

Zy', the advantages of distinguishing which of the following
two ways the vector might have been generated is negligible:
b=B-s+e or biZ;”,
{0,1}™.

Definition 3 (Decision-LWR problem [20]). Given a
common matrix T € Zg”™, and a vector b € Z;' generated

$
where s < {0,1}* and e «

$
in one of two ways: b « [Z;"Jp or b=|T-s|,, where

$
s « Zg, the probability of distinguishing which way it was
generated is negligible. Here, for any x € Z', we define
lxl, = lp/q - x| € Zp'.

2.3. (Weak) Pseudorandom Function

Let n,p, q,m be postive integers that are polynomial in
security parameter A.

Definition 4 (PRF [21]). If the function F : G XU =V
satisfies pseudo-randomness, then for any quantum adversary
A in a polynomially bounded query, we have:

PriAfs(1*) = 1,g « Gen(1M)] — Pr[A°(1") = 1,0 «
F[U:V]] € negl(A) (1)

Where F[U: V] is the set of all functions with the domain
U and range V.

Lemma 1 (PRF in QROM [21]). Under the parameter
settings of the lattice difficulty assumption, F¥ is in QROM
as a random function, satisfy m > (n+ 1)logq and q =
p-vm-U-n®*®  where n,m,q,p € N*, y denote a
uniform bounded error distribution.

In our scheme, there are two properties:

(1) Uniqueness. For a uniformly selected message u « U,
we have that:

Pr[391, 92 € G, 91 # g2 NFy, (W) = F,,(W)] € negl() (2)

(2) Intersection-Free Range. For any two different elements
v;,v, €V and any polynomial N(-), we have that:

PT[ElCl, Cy, dl’ d2 < N(){), C1V1 + d121 = CyU, +
d;z5: V1,0, < V] < negl(d) ?3)

Where the range V is a vector space of the rational number
field Q.

Lemma 2: (Uniqueness [21]). Under the LWR assumption,
a pseudo-random function F is uniqueness if m >n -

(logq+1)/(logp — 1).
2.4. Lattice-Base Accumulator

Let A denote the security parameter, N = 2¢, £ € N*,
denotes the number of leaf nodes in the accumulator, which
are satisfied by all nodes: t;; € {0,1}™, k = [log, q], the
specific algorithm is as follows:

(1) ACC. Setup: Randomly selects a matrix B =

(B,|B>) bl Zg**™ , where m = nk, return the common
parameter para = B;

(2) ACC. Acc: For a given R = {d;}, let t,; = d;, where
j€ef0,£—1], i€[0,2/ —1], compute t;; = bin(B; -



tii12i + By - tj,12i41) and return the root node value & ;
(3) ACC. Witness: Let g(j) = 4|i*/2°0=9| - |i*/
QD]+ 1, £() = [i7/(2*)], for a given R = {d;}, node
value ¢;; , and element d=d; , return
(bin(), {t s} {93
(4) ACC. Verify: Given a root node value £, ,, a leaf node
d; and the witness (¢, {V;}ie[1,¢) {(Wilie[1,¢)), return 1 if:

{Vl € [2, {’],bin(Blﬂ[i] " V; + BZ—L[i] . Wi) =Vi_1, (4)

bin(Bl+L[1] *Vy + BZ—L[l] ' Wl) =t

2.5. Commitment

In our paper, secret values are hidden in promises so that
ring members can self-certify by opening the commitment in
case of signature ambiguity. We adopt the commitment form
of Kawachi et al [22]. For the commitment values m € {0,1}%,
randomly select the matrices C; € Zg™™ and C, € Zj*",
vectors r € {0,1}, compute the commitments ¢ = C; - r +
C, - w, satisfying the following two properties:

(1) Hiddenness: The verifier cannot get any information
about the secret value w through the promise c;

(2) Binding: The promisor cannot change the value w after
it is committed.

3. Traceable Ring Signature with
Range Proof

3.1. Definition

The following describes the definition of a traceable ring

n « TRS.Trace(pp,,R,u,0,1',0")

3.2. Security Models

This section defines the security concepts and models that
are employed in our scheme. These security properties are
defined as follows:

Tag linkability ensures that under the same event, even if a
PPT adversary A has access to the private keys of N ring
members, A is not able to produce N + 1 valid signatures
that satisfy the unlinkability of any two signatures.

Definition 6 (Tag linkability). Define the probability that
an adversary A wins the following games as an advantage
for A, ie. Advi*™ = Pr[Awins]. If Advi* (1) < negl(d),
then our scheme satisfies tag linkability.

Anonymity requires that for an honest ring member, it is
difficult to distinguish the signer in the ring in their generated
signatures. In the anonymous game, the adversary A
generates the public keys at random, except for the challenger
who generates the public keys pk, and pk;. Additionally,
the adversary A has access to random oracle Signg,,
Signg,, and Signg, , where the sk, and sk, correspond
to the public keys pk, and pky, b € {0,1}, respectively, and
the adversary’s objective is to ascertain b.

Definition 7 (Anonymity). The advantage of the adversary
A is defined as the probability of A winning the game,
ie. Adva*™ = Pr''[b' = b] —1/2.A TRS scheme satisfies
anonymity if Advd*"(1) < negl(A).

To prevent trivial attacks, restrictions are placed on the
ability of adversary A to query the signature oracle:

(1) If A query (I',u) in Signg,,, then I' must contain
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signature with range proof, in this case, the message u
consists of two parts: the range (T, T,) of secret value w
and the non-sensitive message:

(1) pp < TRS.Setup (1): Input security parameters A,
Output public system parameters pp;

(2) sk; « TRS.Extract (pp): . Input public system
parameters pp, Output private and private key pairs (pk;,sk;);

(3) o <« TRS.Sign (pp,1,R,u,w,sk;): Input public
system parameters pp, event I, aring R, message u, private
key sk, and secret value w, output a ring signature o;

4) g<— TRS.Verify(pp,I,R,i,0): Input system
parameters pp, event I, a ring R, message i, and a ring
signature o. If accepting the signature, return 1, else return 0.

(5) n < TRS.Trace (pp,I,R,u,0,1',¢"): Input public
system parameters pp, event I, a ring R, two valid tuples
(u,0) and (u',0"), output n € {accept, linked, pk}.

Correctness. A correct traceable ring signature scheme
shall fulfill the following two conditions. The scheme has
completeness if:

0 < TRS.Verify(pp,I,R,u,c,o):
pp < TRS.Setup(1),

(sk;, pk;) « TRS.Extract(pp),
o « TRS.Sign(pp,1,R, u,w, sk;)

Pr < negl(n) (5)

A TRS scheme satisfies publicly traceable. If pp «
TRS.Setup(1%) , (sk;, pk;, ski, pk}) «
TRS.Extract(pp) , o <« TRS.Sign(pp,l,R,u,w,sk;) ,

o' « TRS.Sign(pp,I,R,u',w',ski) , there is an
overwhelming probability of satisfaction:

accept, sk; # sk;
= {linked,u = p' and sk; = sk; 6)

pk,u # p' and sk; = sk;

the public key pk, and pky;

(2) Iftwo tuples (I', 1) and (I, 1) are queried in Signg,,
then u = f;

(3) If the tuple (I', 1) is queried for Signg,, and (T, i)
is queried by the adversary A in Signg, or Signg,, then
r=r.

Under the same tag and ring R, exculpability requires the
same signer to sign different messages for anonymity to be
lost. Addition an honest signer must ensure that an adversary
A is unable to output two message signature pairs even after
learning the signer's public key. This causes the tracking
algorithm to output the signer's public key pk.

Definition 8 (Exculpability). The advantage of the
adversary A is defined as the probability of A winning the
game, i.e. AdvE**" = Pr[ Awins], the TRS scheme satisfies
Exculpability if AdvE*“ (1) < negl(}).

Adversary A must specify the object of the attack pk *,
before the start of the game, They should then use that public
key to generate two sets (T,u,0) and (T,u*,0*) of
signatures, each consisting of at least one tuple N that cannot
be linked to a tuple that the adversary A has queried in the
oracle Signg.

(1) Initialization: Executed before the game starts, the
challenger C enters the security parameters A to generate the
public parameters pp and returns them to the adversary A.

(2) Query: Except that A cannot query the private key
corresponding to pk x, it can adaptively query the public-
private key pair (sk, pk).



(3) Forgery: A forges two tuples (I'*,fi,6) and
(r-u',a"). A wins if the following conditions are satisfied:
1< TRS.Verify(pp, ", ii,0) and 1«
TRS.Verify(pp, I'",u',0'), A forges at least one of
SQ(pp,pk™,I'",1) and SQ(pp,pk™,I",u") ; pk* <
TRS.Trace(pp, ", {i,6,u',0"), where the advantage of A
is expressed as AdvE** = Pr[Awins].

Definition 9 (unforgeability [3]): A TRS scheme satisfies
unforgeability if it satisfies tag linkability and exculpability.

4. Scheme Construction

4.1. Construction

In the scheme, N =2¢ denotes the number of ring
members, the ring R is the set of ring members' public keys,
the tag of the event is denoted as I, I' = (I,R), and the
scheme is constructed as follows.

(1) pp « Setup(4)

a. Choose the parameters n = O(4), the distribution y, the
prime number q and a prime number p on the lattice to
satisfy: q=p-B-n®® | and the parameters S ,
m>(m+1)-(logq), g =00, m"=m-[logpl,
m' =n-[logq.l, k' =[logql—1, l =[L/k'] under the
difficult assumption LWE, ., , and set the common
parameter params = (m,m’,m",n,p,q,q,);

b. Choose hash functions H;:{0,1} - Zg""
H,:{0,1}" - Zy', where H, is modeled as a random oracle;

c. Choose the random matrix A « ZZ”X” , D'=
[D}|D}] « ngzm” D « Zglxzm”, B, « Z7", and output
the common pp =
(params, H;,H,, H;,A,D', D).

(2) (sk,pk) <« Extract(pp)

a. Input public parameters pp, randomly selected s « Z7,
compute y = A -s mod q,

b. Output private key sk = s, public key pk = y.

(3) o « Sign(pp, skq, ', 1, w)

a. Compute Br = H,(I') € Zg""";

b. Compute b, = [Br - s,1,, by = Hy(I', 1);

br-b
c. Compute a = -Z—2
VA

b; = (by + a - i) mod p;
d. For all i € [N], compute d; = bin(D] - bin(pk;) +
D’2 . bln(bl)), define R' = (dl)[N]’

parameters:

modp, for all i€[L], i+m,

e. For the input values w, randomly selected r i Zz,
B’ « Z7", where L is the number of bits after w
conversion to binary, compute ¢ = By - + B’ - (bin(w))T,
for the ranges (Ty,T,), compute w —T; =U, T, —w =V,
compute A; - X3 = y5, where 5 = (bin(Tl,TZ))T, A5 and
X3 are constructed in detail in Section 5;

f. Calculate t = ACC.Acc(D,R") on the accumulator and
generate witnessw, = ACC.Witness(D,R', t, d);

g. Set X =(A,B;,D,D',B,t,c,T;,T,) to be the public
parameter in the zero-knowledge proof and W =
(sppky, by, dy, wy, v, w) to be the privacy parameter in the
zero-knowledge proof, and run the zero-knowledge proof to
generate the corresponding proof §.

h. Output Signature o = (9§, @).

(4) 0/1 « Verify(pp,1,R,0,1)

a. Compute Br = H,(I') € Z7¥", by = Hy(I', p);

b. Compute b; = by + a - i where i € [N];

c. Compute d; = bin(D; - bin(pk;) + D}, - bin(b;)), i €
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[N];

d. Compute t = ACC.Acc(D,R");

e. For the public parameter X =
(A,B,D,D',B,t,c,T;,T,), run the zero-knowledge proof
protocol that v « Verify(X,6);

f. Returns True if v = 1, else returns false.

(5) (linked/unlinked /pk,) < Trace(pp,T,u,o,u’,c")

a. Compute by = H,(I',u), b; =by+a-i, where i €
[N];

b. Compute by = H,(I',u"), b; = by + a' - i, where i €
[N];

c. Returns linked if for all i € [N], there is b; = by;

d. If there is only one i € [N], with b; = by, then return
pki;

f. All other cases return unlinked.

4.2. Completeness

Correctness: In this TRS, « is calculated by computing the
difference of two vectors and dividing by m. Since in the
scheme, p is a large prime number and much larger than N,
the elements in the resulting vector are always integers. The
verifier can always compute the index value of the signer in
the ring using the message, label and a . Given the
completeness of NIZKAoK, the verifier is guaranteed to
output a value of 1 for signatures generated by honest signers,
ie. 1 « TRS. Verify(pp,I',o,u).

Public Traceability: In accordance with the established
definition of public traceability, given two tuples (o, u) and
(o', u"), the following three cases exist:

(1) TRS. Trace will output linked when yu # ¢’ and 7w =
7', it means that the same signer signed the same message
twice, by = by and b, = b_s;

(2) TRS. Trace will be outputpk,, when y # p'and w =
m', it means that the same signer has signed different
messages twice, we can get b; # b;, (i # w) and b, = b;T,,
so we can get the index of the signer's public key, ;

(3) When m # m’, it means that a different signer has
signed the message, TRS.Trace will output unlinked with
overwhelming probability.

5. Scheme Construction

Our scheme employs the efficient zero-knowledge proof
protocol proposed by Yang et al. [16] In this section, the
relationships between the parameters in the scheme are
constructed as those in the zero-knowledge proof through
equation construction.

Given positive m,n,l, and a sufficiently large prime
number q , an efficient protocol can demonstrate the
relationship:

R = {(4,p,M),s) € (T x T x ([1,n]*)") x (Z2):

A-s=pAV(,ii) € M,s[i] =s[i]-s[i]} ™

Where the set M denotes the quadratic constraints over
Witness s.

The TRS scheme will be constructed using the ZKAoK
described above. In this protocol, the proving party P sends
a proof & to the verifier V. X = (4,B,B',D,,D,,B,t,c)
is a set of publicly available parameters. The verifier V
believes that the sender P possesses the proof W =
(S7 Pk by, dr, wy, 7, w) and satisfies the following relation
after successfully checking the proof &:



9%TRS = {(A,Bp,B’,Dl,DZ,B, t' C'TlvTZ)
€ ZJ ™ X L™ X Lt x Zp<™
X Z; (Sz PKiay b, Tyw, dy, WA
= (Wit, {(Vi}icpr,, Wiiepn))
€ Zj x Z’{}" X Zyt x 7% % {0,1}" )
x {0,13™ x (((0,1)) x ((0,1Y™)*
x ((0,1)™")k:

pk, = A - symodq ®)
Ab,=Br-s;,modp 9)

Ad, = bin(D, - pk, + D, - b,) (10)
Ac=Bp-r+B'-bin(w) an

AT, <w<T, (12)

A AVerify(t, di, Wit, {v}ieqy Wikie))  (13)

The equation (12) instantiation can be found in the
literature [16] and will not be repeated here. Below is an
example of how the relations can be translated into a zero-
knowledge proof:

For pk, = A - s, in the first equation, since pk, and s,
need to be hidden, the equation can be transformed into the
following form:

Al . .i']_ = ylmodq (14)

Where A; = (A| — I,,,), x; = (sT pkD)T, y, =0.

For the third equation ¢, = bin(D; - pk; + D, - b), it is
necessary to hide pk,, ¢; and b,, so the equation is
transformed into the following form:

D, -pk,+D,-b,—H, - -d, =0modq (15)

(Pk; by dg)Ts y.=0,

Let A; = (D1|D;| — Hy), X,
it can be obtained:

A, - X, = y;modq (16)
The equations (10) and (11), which are presented in
Appendix G of the literature [16] and used here, are described

objectively.

- G
Let A3 = <
G HI
bin(T,)

T
are the upper and lower bounds of the range of secret values
w and the vector X5 is in binary form.
Next, the witness is decomposed into binary form as x; =
bin(x,), and A, =A; -H,,.p,, where Hypo =Lt ®
(1 2---2%a=1) Then we have:

), where T; and T,

Acom * Xcom = Yeom (17)
A, 0 0
Where Acom =( 0 A, 0 |, Xeom = (X, %5 %57,
0O 0 A3
Yeom = (5’{ }_’; }-,g")T Let M =

{( 6 D} e, manykg+micy +314201, kp = [log p].

6. Proof of Security

Lemma 4 (Tag Linkability). A trace ring signature scheme
is tag linkable if the underlying NIZKoK has completeness,
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the SIS and LWR assumption are hard, and in the security
parameter, satisfy m > n - (logq+ 1)/(logp — 1).

Proof of Lemma 4: By proving indistinguishability
between the following games, the advantage of a successful
attack by PPT adversary A is negligible.

Initialization: Enter the security parameters1?, C gets the
public parameters, and then hands over the public parameters
pp to the adversary A.

Query: Adversary A can execute
polynomial time query for random oracle:

EQ (pp): Input public parameter pp, random oracle outputs
public-private key pairs (sk;, pk;).Since adversary A can
make unlimited queries, it can obtain all public-private key
pairs. At the same time, A can generate valid signatures in
the current environment.

Forgery: Adversary A forges N + 1 valid signatures
0; = (a;,6;) and N+ 1 tuples (u;,1,R), where i € [N +
1], by calling Signg, i.e.

(1) TRS.Verify(pp,I',u;,0;) =1, Vi € [N + 1]

(2) TRS.Trace(pp,l’, 1, 0y, 1), 0;) = accept , Vi, j €
[N+1], i #].

Analysis: The adversary A interacts with the challenger
C by interacting with the challenger C who honestly
generates the public parameters according to the scheme, and
then uses the simulator's algorithm ), is empioyed to replace
the signature algorithm in the scheme. By virtue of the zero-
knowledge nature of ZKAoK, the adversary A cannot
distinguish this substitution. The corresponding proof is then
generated (y;,0; = (;,6;)) by Signg , which can
compute the sequence (bgl), T b,(\;)) from the signature,
where the witness is w = (7, sky,), satistying the following

conditions: pk; = A - sky, A b;‘j = [Ar . sknijp,n,- € [N].

the following

Observing the above equation, under the SIS assumption,
pk; uniquely corresponds with overwhelming probability to
sk;. Under the same tag I', F uniquely corresponds to the

key sk; due to the uniqueness of bf;f . Therefore, pk;
uniquely corresponds with overwhelming probability to bfj}

Since condition b) holds, it holds for b,(Tll) * b,(TJ].)
corresponding to any index i and j in as N + 1 sequence
bl.(l). Since PRFs are uniquely correspondent, the public and
private keys are also uniquely correspondent, it is required
that there are N + 1 public keys satisfying pk; # pk;, i,j €
[N + 1]. But there are only N public keys in I', which
contradicts the condition, so the probability that the generated
N + 1 signatures satisfy conditions 1 and 2 is negligible, i.e.,
AdvT*(2) < negl(Q).

Lemma 5 (Anonymity). If the LWR assumption is hard, and
the underlying zero-knowledge proof is zero-knowledge, the
parameters satisfy m >nlogq+logq, q=p-vm-U-
n®® TRS scheme satisfies anonymity.

Proof of Lemma 5. By proving indistinguishability
between the following games, the advantage of a successful
attack by PPT adversary A is negligible. Define the
adversary A in the Game iis Adv4ron . (1%).

Game0: Same as Definition 7, where b = 0.The adversary
A can invoke the key and the signature query random oracle.
The challenger C takes the honest query public-private key
pair sk;,pk; « TRS.Extract(pp) and signature o «
TRS.Sign(pp, sk;, I', 1) and returns it to A.

Gamel: A simulator is used § = (S, S,) instead of a real



zero-knowledge proof protocol, S; replaces C, and the
adversary A interacts with S, where:

(1) &y replaces the true NIZK generation public parameter;

(2) During the challenge phase, in which S; generates a
signature for the challenger, §; is not executing the genuine
NIZK algorithm. but simulates the algorithm S, by calling
the simulator S to generate a proof § * and replaces the real
signature Gyeq;-

Since the underlying zero-knowledge proofs have zero-
knowledge  properties, there: Advgon . () =
Advj}l?co(;lmeo (A) .

Game2: §, replaces §;, the adversary A interacts with
S5, where:

(1) In the challenge phase, upon generation of a signature
for a message u by S,, S, creates a new table S, and then
instead of using Fg, (I'") to generate bf:), S, randomly

selected a vector bi*) from Zy' and returned it to the
opponent A.

(2) In signature query, when A query a signature from
Signg,, S, receives the tuple (I3, u;, bgi)) and first checks
if the same tuple exists in table S. If it is, it generates a
signature by replacing bsf.) with b,(Ti) and runs a simulated

proof algorithm with bg). Else proceeds in the same way as
the above query phase, where S, randomly samples elements

bf) from Z3'. Note that due to restriction 1, if [; is an

element in S, the tuple (I},ui,bg)) must exist in S.

In Game2, the pseudo-random function Fg, is executed
only during the challenge phase or when the adversary A
makes a query signature Signg,, to S,. Thus, there is a set
§ for executing Fgy, . Therefore, there is a set to execute
based on pseudo-randomness, this set is as follows:
(I'b:b « Fg,, (IN) =, (I',b:b « Ly"). Therefore,
Advjl?bo(?mez (’1) ~ Advcfl%oanmel (A)

Game3: §; replaces S, and A interacts with §; where:

If A submits a signed query for Signg, , the system will
not randomly select b, from Zj', but rather utilize sk; to
generate b, . Furthermore, in the challenge phase, S;
employs sk, to generate b,(: ),

It is difficult for the adversary A to distinguish whether
the vector b, is computed by running Fg, or is randomly
chosen from a uniform distribution Zj' because of the

pseudo-randomness of the pseudo-random function Fgy, .

Therefore there is: Adv ez (1) = AdVg Eaes (A).

Game4: S, replaces S; and A interacts with §, where:

In the challenge phase, S, runs the real NIZK algorithm to
obtain the public parameters and the proof §. Since zero-
knowledge proofs of zero-knowledgeability, we obtain
AdVE Gimea (D) = AdVE Gimes (D).

Game4 is equivalent to Definition 7, which b = 1.

To conclude, the likelihood that <A can distinguish the
distinction between the two games is negligible, so
Adv S ea(AD) = AV En (D). ie, Advg™(A) <
negl(A).

Lemma 6 (Exculpability). A TRS is exempt if the LWR
assumption holds and NIZKoK is zero-knowledge, the family
of hash functions H is collision-resistant, the parameters
satisfy m=n-(logq+1)/(logp—1) , and the
intersection-free range of the functions F*.

Proof of Lemma 6. Owing to pseudo-randomness, Game0
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and Gamel are indistinguishable. In Gamel, the probability
that the adversary A succeeds in distinguishing between the
output of the pseudo-random function F and the random
selection is negligible.

Game0: This game is designed as described in Definition 8.
Challenger C obtains the system parameters pp and the
public-private key pair (sk, pk) through the initialization and
key generation algorithms, and obtains the corresponding
signatures through Signg,, which are honestly returned to
adversary A.

Gamel: §; replaces C where:

The public parameters are generated by the NIZK's
simulator, and §; randomly selected private key sk; from
Zy is transmitted to the adversary A, who then computes the
public key corresponding to sk;. §; initialize a table S = @.
When A queries Signg,,, $; first check whether the set S

contains tuple (pk*,]"l-,ul-,bg)) . If it does, generates a
signature by replacing b,(rl) with bs) and runs S, ; else,
randomly selects vectors bs) < Zy' and saves the tuple
(pk™, I, wi, bs)) in table S. At the same time, the signature is
generated by bs).

Due to the pseudo-random nature of the random function
F, there:

$

(I'b:b « Fy (') =, (I',b:b < 7).
AdV g Siimer(A) = AdV Gimeo (A).

Suppose A outputs two tuples (I'*,4,6) and (I'*,u',a"),
satisfy: TRS. Verify(pp,I'*,i,6) =1 ,
TRS.Verify(pp, ", 1',0') =1 and
TRS.Trace(pp, ", i,6,u',6") = pk*, where w* is the
index of pk™ in the ring R".

Consider two scenarios:

(1) There is only one tuple queried in signature query
Signg,. Suppose (I'*,u") is a tuple that has been queried
and (I'*, #) has not. Suppose that there exists an extractor &
capable of extracting the witness w = (n’,sk,r) from the
underlying zero-knowledge proofs. Since tuple (I'*, 1) has
been queried, the returned signature is supposed to be o* =
(a*,8") . w=(n,sky) is still the witness of tuple
(I'*,u',07), then compute b, = Fo. ,(I'"), where b, =
Hy(r*,u')+m'-a”, In Gamel, b, is indistinguishable
from uniformly distributed random vectors, and b}, =
Fskn, (r+) is found to satisfy the @’ corresponding to the

So,

public key pk,sin the ring. If the corresponding public key
pk,+is found, it indicates that the adversary A is capable of
distinguishing between elements generated by a pseudo-
random function F and those generated by a random
selection. The results reveal a contradiction between the
adversary A being able to successfully attack and the
pseudo-randomness of F.The probability of the adversary A
succeeding in an attack is negligible.

(2) Neither tuple (I'*,) nor (I'*,u’) is queried by
Signg,, . As the third condition holds, the vector b; is
equivalent to the vector indexed by w* in b;, ie.,
H,(I'*,p) + n*a = H,(I'",u") + n*a’, by the definition of
traceability, which is the same as in case 1. To prove the
protocol property based on the underlying zero-knowledge
suppose that extractor € is able to extract the witness w' =
(', sky) and w = (7, sk;) from$ and &' where, pk; =
A-sky, pky=A-sky, Fo (I =H,0")+7-a,

Fe ,(I') = H, (I,p") +n' - a', and by extension:



H, () 4 P20
2 ) - -

=H,(I',M") +
 Fsk_, (T)=Hz(r"p)
L (18)
Consider two cases. The first case is when 7T = 7', there is
n' by +m*(b,y —by)=n"-by+n*(b,y —by) . Since
b, # b}, can be simply computed to get 7 = 7’ = *. But in
Gamel, pk; is selected randomly and the SIS problem is
hard, it is highly probable that the corresponding private key
sk will remain unidentified unless the SIS difficulty can be
resolved. The other case is when w=#mn' , ie.,
(r, @), (r,u"), Hy(r, @), Hy (T, ') € R, , contradicts the
definition of R, as a sparse relation proposed by Banerjee et
al [21]. If A successfully launches a strike, then this will
contradict the multiple input correlation of Hp,.
To summarize, the probability that the adversary A attack
succeeds is negligible, i.e., AdvE™* (1) < negl(A), so the
scheme satisfies exculpability.

7. Efficiency Analysis

In our scheme, the signature is composed of two elements:
a sequence of zero-knowledge proofs § and a vector a. The
size of the vector is primarily determined by the length of the
sequence of zero-knowledge proofs &, as the length of the
vector « is fixed. The size of the proof sequence is: || § l|=
(log(2p+ D) +x+@L+2l,+2n+20)-logq) - N +
(l; +n) - log q bit, where n is the size of the witness and [
is the size of M.

In the relational formulas in Section 5, each of which can
be transformed into an instance of the relation. Table 2
illustrates the size of each component in each relationship
equation, where R,y to R represent the instances of the
relationships corresponding to Equations (8) to (13),
respectively.

Table 2. Theoretical size of each relationship.

Since witness (S, pky by, 7,w,d;) is reused in the
relation R, it only needs to be computed once. In summary,
the size of the witness is: W = (2n + m)k, + mk, + 3L +
2l + 24 + 4nf + 2nkf + n bit.

The size of: M is: M= 2n+m)k, +mk, + £+
2né + 2nkf + 3L + 21 + n bit.

In summary, the length of the proof sequence is: ||§]| =
(log(2p+ 1)+ &+ Bl +20,) - k+2W+2M) - N +
(I; + W) - k bit, where p, &k, [, [, Nare the parameters in the
proof of zero knowledge in literatures [16], The length of the
signature is: ||o|| = (log(2p + 1) + & + (3l; + 2L,) - k +
2(W+ M) - N + (I, + W) - k + mk, bit.

Our ring signature scheme provides ring members with the
ability to hide sensitive information from the ring members,
while allowing for verification within a certain range. In terms
of functionality compared to other schemes as shown in Table
3.

Table 3. Functional comparison of ring signatures on lattice.

Scheme qupa?fttu_m Linkable | Traceable Zggr:zgl
Libert [12] S x x x
Cao [23] \ S x x
Feng [14] N N \/ x
Ours v v N R

The schemes of Libert et al. [12] and Feng et al. [14] are
constructed based on the Stern protocol, its computational
complexity is higher than the efficient zero-knowledge proof
protocol used in this paper. Additionally the soundness error
in this paper is lower than that of the Stern protocol, the
number of times of zero-knowledge proof protocol execution
is less than that of the Stern protocol, ie., £ <t, so the
communication overhead of this scheme is less; the signature
length in Cao et al. [23] is linearly related to the number of
ring members, in this paper, we use an accumulator to reduce
the signature length to a logarithmic relationship, so there is a
clear advantage in the case of a large number of ring members,
and a comparison between the literature and the present
scheme in terms of communication overhead is given in Table
4.

Table 4. Theoretical estimation of communication overheads lattice.

Relation Size of witness Size of M
R (m +n)k, (m +n)k,
Re2) (n+2m)k, + mk (n+2m)k, + mk
R mkg +nkq + mk, mkg +nkq + mk,
L L+ nk, L+ nk,

SR(s) 3L+ 2l+n 3L+ 2l+n
R 24 + 4Ant + 2nkt £+ 2nf + 2nkt
Scheme Public Key
Libert [12] O(nlogq)
Cao [23] O(nlogn-logq)
Feng [14] O(nlog?q)
Ours O(nlogq)

8. Conclusion

We have developed a traceable ring signature scheme with
verifiable range, incorporating an efficient zero-knowledge
proof protocol. While the scheme currently allows for tracing
the identity of potential abusers, it is limited to tracking no
more than k signatures. This threshold enhances the flexibility
of the scheme, making it more adaptable to various
application scenarios. For instance, in large-scale e-voting
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Private Key Signature Length
O(nlog q) t-0(nlog3®q+logN -nlog?q)
0(n?log q) O(N -nlog q)
O(nlog q) t-O(nlog?q+logN -nlog q)
O(nlogq) t-0(nlog?q+logN -nlogq)

systems or financial transactions where multiple signatures
are involved, our scheme ensures that the anonymity of honest
participants is preserved while allowing for the identification
of malicious users. Furthermore, the current traceability
algorithm is designed for one-time signatures. Moving
forward, we plan to enhance the tracking algorithm to extend
its capabilities, allowing it to handle up to k signatures,
thereby making the scheme more versatile and scalable for
diverse environments such as blockchain, IoT, and large-scale
anonymous reporting systems.
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