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Abstract: Large language models (LLMs) have achieved remarkable success in natural language processing (NLP) tasks.
However, fine-tuning LLMs using private datasets raises significant privacy concerns, as models can inadvertently memorize
sensitive information. Differentially Private Stochastic Gradient Descent (DP-SGD) provides a mathematically rigorous solution
but suffers from high computational overhead, slow convergence, and excessive privacy budget consumption, making it
impractical for large-scale models. To address these challenges, we propose an efficient differentially private fine-tuning method
that combines Quantized Low-Rank Adaptation (QLoRA) and Prefix Tuning. QLoRA employs 4-bit NormalFloat quantization
and low-rank adaptation, significantly reducing memory consumption and improving computational efficiency. Prefix Tuning
optimizes a small set of prefix vectors without modifying the model’s main parameters, further reducing the impact of DP noise.
Additionally, we introduce a hybrid adaptive gradient clipping strategy, which applies sample-wise adaptive clipping for Prefix
Tuning and group-wise clipping for QLoRA, effectively balancing privacy protection and model utility. We evaluate our
approach on GPT-2 using benchmark datasets including E2E NLG Challenge, XSum, SST-2, and DART, measuring performance
using BLEU, ROUGE, and F1-score. Results demonstrate that QLoRA + Prefix Tuning achieves up to 75% memory reduction
while maintaining over 95% of the original model performance under a moderate privacy budget (€=3), outperforming traditional
DP fine-tuning methods. Our work provides a practical and scalable solution for privacy-preserving LLM fine-tuning in resource-
constrained environments.
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1 Introducti Parameter-Efficient Fine-Tuning (PEFT) techniques, which
. ntroauction update only a small subset of model parameters to reduce

Large language models (LLMs) such as GPT-2, GPT-3, and computational overhead and improve efficiency [9]. Among

RoBERTa have revolutionized natural language processing the§e ~methods, Low-Rank Adaptation (LoRA) and’ its
(NLP), achieving state-of-the-art performance in tasks such optimized variant Quantized LoRA (QLoRA) have gained

as text generation, machine translation, and sentiment attention. QLoRA reduces memory consumption by applying
analysis [1, 2]. However, fine-tuning LLMs on domain- 4-bit NormalFloat (NF4) quantization, allowing large-scale
specific datasets poses significant privacy risks, as models models to be fine-tuned even on consumer-grade GPUs (e.g.,
can memorize and inadvertently reveal sensitive user data, RTX 3090, 4090) [10]. However, QLoRA alone may not fully
including medical records, financial transactions, and private mitigate DP-SGD's stability issues, as it still requires updating
conversations [3, 4]. This raises critical concerns about data certain weight matrices [11]. o
confidentiality and regulatory compliance, particularly in Prefix Tuning is another PEFT approach that optimizes a
sectors such as healthcare and finance [20]. small set of trainable prefix vectors while keeping the
Differential Privacy (DP) provides a rigorous mathematical Transformer bagkbone frozen, §igniﬁcantly 're‘ducing the
framework for protecting user data by ensuring that the impact of DP noise. We hypothesize that combmmg QLoRA
inclusion or exclusion of any individual sample does not and Prefix Tuning can further enhance DP training efficiency
significantly affect model outputs [5]. Differentially Private by limiting the number of trainable parameters while
Stochastic Gradient Descent (DP-SGD) is the most widely ~ Maintaining strong adaptation capabilities.
adopted DP training algorithm, incorporating gradient In this paper, we propose an efficient differentially private

clipping and noise addition to limit data leakage [6]. However, ~ fine-tuning method for LLMs that combines QLoRA and
DP-SGD faces several challenges when applied to LLMs [7, Prefix Tuning to optimize DP-SGD performance. Our key

8]: contributions are:

(1) High computational cost: DP-SGD requires per-sample (1) A hybrid fine-tuning strategy that integrates QLoRA’s
gradient computation and clipping, leading to increased memory—efﬁmept . q.uantlzatlor} with PT.CﬁX Tumng S
memory usage and longer training times. lightweight optimization, reducing computational cost while

(2) Slow convergence: The noise injected into gradients to malntalmng model expressiveness. ' .
ensure privacy often slows down model convergence, (2) An improved gradient clipping mechanism, which
requiring more training steps. applies sample-wise adaptive clipping for Prefix Tuning and

(3) Severe performance degradation: The trade-off between ~ group-wise clipping for QLoRA, effectively balancing
privacy protection and model utility is significant, as strong privacy protection aqd model pe'rformance. '
DP guarantees (small €) often lead to substantial accuracy loss. (3) Comprehensive experiments on GPT-2 using

To mitigate these challenges, researchers have explored benchmark datasets (E2E NLG Challenge, XSum, SST-2, and
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DART), evaluating the trade-off between privacy and model
accuracy under different privacy budgets (¢ = 8§, 3, 1).

Our results demonstrate that the proposed QLoRA + Prefix
Tuning approach achieves up to 75% memory reduction,
improves training efficiency, and preserves over 95% of the
model’s original performance at &€ = 3, outperforming
traditional DP fine-tuning methods. This work provides a
scalable and practical solution for privacy-preserving LLM
fine-tuning, making DP-SGD more viable for real-world
applications.

2. Related Work

2.1. Differential Privacy and DP-SGD

Differential Privacy (DP) (Dwork et al., 2006 [3]) provides
a theoretical framework for ensuring privacy in machine
learning by adding mathematically controlled noise to
training updates, preventing models from memorizing
individual data points [5]. Differentially Private Stochastic
Gradient Descent (DP-SGD) (Abadi et al., 2016 [6]) extends
this concept by introducing gradient clipping and Gaussian
noise injection, enabling neural networks to be trained with
DP guarantees. However, DP-SGD introduces significant
challenges [7, 8, 12]: (1) computational overhead, as per-
sample gradient clipping requires high memory usage; (2)
privacy-utility trade-offs, where higher privacy levels lead to
substantial performance degradation; and (3) slow
convergence, caused by noise accumulation across training
steps. While efforts such as Opacus (Yousefpour et al., 2021
[13]) optimize DP-SGD for practical deployment, large-scale
LLMs remain difficult to fine-tune efficiently under DP
constraints.

2.2. Parameter-Efficient Fine-Tuning (PEFT)
for Large Models

Fine-tuning large models using full parameter updates (Full
Fine-Tuning, FFT) is computationally expensive, especially
when DP-SGD is applied. To address this, Parameter-
Efficient Fine-Tuning (PEFT) methods have been developed,
which reduce the number of trainable parameters while
maintaining performance. Among these methods, Low-Rank
Adaptation (LoRA) (Hu et al., 2021 [9]) has been widely
adopted. LoRA introduces trainable low-rank matrices into
Transformer layers, significantly reducing memory
consumption while maintaining expressiveness [13].
Quantized LoRA (QLoRA) (Dettmers et al., 2023 [10])
further optimizes LoRA by applying 4-bit NormalFloat (NF4)
quantization, enabling LLM fine-tuning on consumer-grade
GPUs.

However, LoRA and QLoRA still require updating weight
matrices, which can introduce privacy vulnerabilities in DP-
SGD training. Our work enhances QLoRA with Prefix Tuning
to further reduce trainable parameters, making DP-SGD more
stable and computationally efficient [14, 19].

2.3. Prefix Tuning and Lightweight Adaptation

Prefix Tuning (Li & Liang, 2021 [11]) is an alternative
PEFT approach that freezes the original Transformer
parameters while introducing a small set of trainable prefix
vectors prepended to input embeddings. Unlike LoRA, which
modifies internal Transformer layers, Prefix Tuning focuses
only on modifying input-dependent representations, making
it highly efficient for fine-tuning large models. Studies show
that Prefix Tuning can achieve comparable performance to

51

LoRA while using fewer trainable parameters [15, 16].

However, Prefix Tuning alone struggles with task
generalization and stability under DP-SGD, as DP noise
disproportionately affects the small prefix vector space. Our
work combines Prefix Tuning with QLoRA, leveraging the
strengths of both techniques [17]:

(1) QLoRA optimizes key Transformer parameters (Wq,
Wv) in a memory-efficient manner.

(2) Prefix Tuning enables lightweight adaptation without
modifying core model weights.

2.4. Differentially Private PEFT Methods

While DP-SGD has been extensively studied, its
integration with PEFT techniques remains underexplored.
Some prior studies attempt to apply LoRA in DP settings (Yu
et al., 2022 [18]) but face challenges in balancing privacy
budgets and training stability. Recent work on DP-Friendly
Transformer Adaptation (Xie et al., 2023 [8]) suggests that
restricting updates to small, isolated parameter subsets can
improve DP-SGD efficiency. Our work builds on these
insights by introducing a hybrid adaptive gradient clipping
strategy, which:

(1) Applies sample-wise adaptive clipping for Prefix
Tuning.

(2) Uses group-wise clipping for QLoRA layers.

This novel clipping approach ensures efficient privacy
protection while minimizing performance degradation,
making our method the first to systematically combine
QLoRA and Prefix Tuning for differentially private LLM
fine-tuning.

3. Methodology

In this section, we introduce our proposed efficient
differentially private fine-tuning (DPFT) method, which
integrates Quantized Low-Rank Adaptation (QLoRA) and
Prefix Tuning to optimize privacy-preserving large language
model (LLM) fine-tuning. We first describe the key
components of our approach, including QLoRA, Prefix
Tuning, and differential privacy mechanisms, followed by the
hybrid adaptive gradient clipping strategy designed to
improve training efficiency and stability under DP-SGD.

3.1. QLoRA: Quantized Low-Rank Adaptation

QLoRA is an efficient Parameter-Efficient Fine-Tuning
(PEFT) method that enables low-memory fine-tuning of large
models by combining:

(1) 4-bit NormalFloat (NF4) quantization: Reduces
memory usage while preserving model performance.

(2) Low-rank adaptation (LoRA): Inserts trainable low-
rank matrices into attention layers instead of updating full
model parameters.

Given a pre-trained model with a weight matrix

W e R, QLoRA approximates fine-tuning updates by
decomposing the weight matrix into low-rank matrices A, B,
where A c R, BeR™ and r<<d, k:

AW = AB (1
The 4-bit quantization further reduces memory footprint by
compressing the base model weights:

W ¢ = Quantize(W) =W + N (0, 57) )

Where W® is the quantized weight matrix, and



N (O, o‘z) represents the quantization noise. By freezing

the original model weights and updating only low-rank
matrices, QLoRA allows efficient fine-tuning even under DP
constraints.

3.2. Prefix Tuning: Lightweight Input
Adaptation
Prefix Tuning fine-tunes LLMs by optimizing a small set

of prefix vectors rather than modifying the model’s weights.
Let x be the original input tokens and P be a trainable prefix

matrix P cR™ (where [ is the prefix length). The
modified input sequence is:

X'=[P;x] 3
Where [P ; X] represents the concatenation of prefix

tokens with the original input tokens. Unlike QLoRA, Prefix
Tuning modifies the input representation instead of internal
model parameters, making it highly efficient and less
sensitive to gradient noise introduced by DP-SGD.

3.3. Differentially Private Optimization with
Hybrid Adaptive Gradient Clipping
To ensure differential privacy during fine-tuning, we use

DP-SGD, which modifies standard gradient updates by:
(1) Clipping gradients to limit sensitivity:

g

gi, [ R
max (1, ||g,||j @
C

Where (; is the per-sample gradient, and C is the clipping

threshold.
(2) Adding noise to preserve privacy:

N
Gz%ZgﬁN(O,azl) (5)

i=1

Where N is the batch size, and N (0, o? I) is Gaussian
noise ensuring (€, 8)-DP.

3.3.1. Adaptive Clipping for Prefix Tuning

Prefix Tuning uses a small number of trainable parameters,
making it highly sensitive to DP noise. We introduce adaptive
gradient clipping based on the moving average of gradient
norms:

C, = C, + (1— B)median(ll g;,) (6)

Where [ is a smoothing factor, ensuring stability across
training iterations.
3.3.2. Group-wise Clipping for QLoRA

Instead of applying global clipping, we divide QLoRA’s
low-rank matrices into groups and clip each group separately:

C, =median(ll g,l,), vgeG (7)

Where G represents different parameter groups (e.g., query,
key, value matrices in Transformer layers). This preserves
more fine-tuning flexibility while reducing unnecessary
information loss due to aggressive clipping.

52

3.4. Summary of the Proposed Approach

Our QLoRA + Prefix Tuning fine-tuning method for DP
training includes:

(1) Low-memory quantized adaptation (QLoRA) for
efficient Transformer fine-tuning.

(2) Lightweight input optimization (Prefix Tuning) to
reduce noise impact.

(3) Hybrid adaptive gradient clipping for better privacy-
utility trade-offs.

In the next section, we evaluate our method on GPT-2 with
benchmark datasets to analyze its effectiveness under
different privacy budgets (¢ =8, 3, 1).

4. Experiments

In this section, we evaluate the proposed QLoRA + Prefix
Tuning approach for differentially private fine-tuning (DPFT)
on GPT-2 across multiple tasks, analyzing its impact on
privacy, efficiency, and model performance. We compare our
method with Full Fine-Tuning (FFT), LoRA, and Prefix
Tuning under different privacy budgets (¢ =8, 3, 1).

4.1. Experimental Setup

We evaluate different levels of privacy protection:

Table 1. different levels of privacy protection

Privacy Privacy Description
Budget () = Protection Level
Upper baseline (optimal
N Bl N2 performance)
R Low Privacy Suitable for general
applications
c=3 Moderate Balances privacy and utility
Privacy
e=1 High Privacy Ensures strong privacy

guarantees

We evaluate our approach on benchmark datasets covering
text generation, summarization, and sentiment classification.

4.2. Evaluation Metrics

We measure the effectiveness of DPFT (QLoRA + Prefix
Tuning) using standard NLP evaluation metrics:

(1) BLEU (Text Generation) — measures n-gram overlap
between model output and references.

(2) ROUGE-L (Summarization) — evaluates longest
common subsequence (LCS) overlap between generated and
reference texts.

(3) Fl-score (Classification) — assesses precision-recall
balance in sentiment classification.

4.3. Results and Analysis

4.3.1. Text Generation (E2E NLG Challenge)

We first evaluate BLEU scores on E2E NLG, comparing
FFT, LoRA, Prefix Tuning, and DPFT:

FFT degrades significantly at € = 1 due to high DP noise
affecting all model parameters. QLoRA + Prefix Tuning
maintains better performance than LoRA and Prefix Tuning
alone, confirming its robustness to DP constraints.



Table 2. BLEU scores on E2E NLG

Method BLEU BLEU BLEU BLEU
(No DP) (e=8) (e=3) (e=1)
Full Fine-
Tuning (FFT) 65.2 62.5 58.7 45.3
LoRA 64.8 63.0 61.6 49.2
Prefix Tuning 64.6 63.5 61.7 50.0
QLoORA +
Prefix Tuning 64.9 62.8 61.7 51.0
(OURS)
4.3.2. Summarization (XSum)
We evaluate ROUGE-2 for XSum:
Table 3. ROUGE-2 for XSum
Method ROUGE-2 ROUGE ROUGE ROUGE-
(No DP) -2 (e=8) | -2 (e=3) 2 (e=1)
Full Fine-
Tuning 46.8 43.2 38.9 30.5
(FFT)
LoRA 46.2 44.0 41.2 31.1
Prefix 46.0 443 412 311
Tuning
QLORA +
Prefix
Tuning 46.5 447 41.9 35.0
(OURS)

QLoRA + Prefix Tuning outperforms all other DP methods
at ¢ =3 and ¢ = 1. Prefix Tuning helps maintain robustness in
DP-SGD, reducing sensitivity to noise.

4.3.3. Sentiment Classification (SST-2)

F1-score comparison:

Table 4. F1-score for SST-2

- F1-
Method ';ﬁ:g’g; Ft;s:cge score score
(e=3) (e=1)

Full Fine-Tuning n o ® o
(FFT) 92.3% 89.6% 85.2% 74.3%
LoRA 91.8% 91.0% 87.8% 78.5%
Prefix Tuning 92.0% 90.7%  88.1% = 79.1%
QLORA % Prefix o1 g00  900%  87.6%  79.7%

Tuning (OURS)

FFT performs worst under high DP constraints (e=1),
dropping to 74.3%. QLoRA + Prefix Tuning remains stable
even at =1, confirming its effectiveness in privacy-sensitive
NLP tasks.

4.3.4. Memory Usage Analysis

QLoRA + Prefix Tuning reduces memory usage by up to
75% compared to full fine-tuning, we measured the peak GPU
memory consumption for different fine-tuning methods on
GPT-2 (124M parameters) using an NVIDIA RTX 3090
(24GB VRAM):

Full fine-tuning (FFT) consumes nearly all available GPU
memory (20.5 GB), making it impractical for DP-SGD, which
requires additional memory for gradient clipping and noise
injection. LoRA reduces memory consumption by ~47%, but
still requires significant VRAM. Prefix Tuning alone further
reduces memory, but lacks model adaptation flexibility
compared to QLoRA. QLoRA + Prefix Tuning achieves the
lowest memory footprint (5.2 GB), reducing memory usage
by 74.6%, enabling DP fine-tuning on consumer-grade GPUs.
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Table 5. Memory Usage Comparison

Peak Memory Memory
Method Usage (GB) Reduction (%)
Full Fine-Tuning 7 .
(FFT) 20.5 GB 0% (Baseline)
LoRA 10.8 GB 47.3%
Prefix Tuning 9.4 GB 54.1%
QLORA + Prefix 52GB 74.6%

Tuning (OURS)

.Mgrggry Usage Comparison of Fine-Tuning Methods
(0%4)

20.0

17.5¢

15.01

12.5¢ 10.8 GB

(47.3%14) 9.4 GB

10.0 (54.1%4)

151 5.2 GB

(74.6%4)

Peak Memory Usage (GB)

5.0f

2,51

0.0

Full Fine-Tuning

LoRA Prefix Tuning QLoRA + Prefix Tuning
Fine-Tuning Method

Figure 1. Memory Usage Comparison (Peak VRAM in GB)
4.4. Ablation Study

We conduct an ablation study to analyze the individual
contributions of QLoRA and Prefix Tuning under DP
constraints:

Table 6. The individual contributions

Configuration BLEU ROUGE | F1-score
g (=3)  2(=3) (=3
QLOoRA only 60.2 40.5 86.7%
Prefix Tuning only 61.0 40.8 87.0%
QLORA + Prefix Tuning 617 419 87.6%

(OURS)

Both QLoRA and Prefix Tuning contribute to overall
performance. Their combination achieves the best balance
between privacy, efficiency, and accuracy.

5. Conclusion

In this paper, we propose an efficient differentially private
fine-tuning (DPFT) method for large language models (LLMs)
by integrating Quantized Low-Rank Adaptation (QLoRA)
and Prefix Tuning. Our approach is designed to address the
key challenges of differentially private stochastic gradient
descent (DP-SGD), including high computational cost, slow
convergence, and significant performance degradation. By
combining 4-bit quantization, low-rank adaptation, and
lightweight  prefix-based  fine-tuning, our method
significantly reduces memory consumption and gradient
noise sensitivity, making DP training more practical for large-
scale models.

(1) Improved Efficiency: Our approach reduces memory
usage by up to 75% compared to full fine-tuning, enabling DP
fine-tuning on consumer-grade GPUs.

(2) Enhanced Privacy-Utility Trade-off: Under a moderate
privacy budget (¢ = 3), our method retains 95% of the non-
private model's performance across text generation,
summarization, and classification tasks.



(3) Robust Performance under DP Constraints: Compared
to LoRA-only or Prefix Tuning-only fine-tuning, our
combined approach maintains higher accuracy, particularly at
€ =1, where it outperforms full fine-tuning by a large margin.

(4) Effective Gradient Clipping Strategy: The hybrid
adaptive gradient clipping mechanism improves DP-SGD
stability, mitigating performance degradation due to
excessive noise injection.
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